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Task 1 (30 Marks) 

When working in the IT industry, individuals require different personal attributes 

to enable them to work independently or as part of teams.  One of these 

personal attributes is decisiveness, as difficult decisions have to be made in a 

timely manner, to protect the organisation or individual. Another personal 

attribute is punctuality. Do not confuse personal attributes with technical skills.   

Your task 

Identifying a specific IT job role, carry out research to explain at least three 

personal attributes that an employee in that IT job role would need to possess to 

undertake their job effectively. 

Create a learning/revision app to present your findings, using the following 

instructions as a guide.  

You may find it easier to copy the link. Go to the following website:  

https://thunkable.com/#/  

 

 

Click on ‘Get Started’, then create an account (you will need a Google account to 

link it to): 

https://thunkable.com/#/


 

Select ‘Start Building’.  

 

 

 



Give the project a suitable name and then click ‘Create’.  

 

Watch the tutorials (down the left hand side) to understand the basics of the 

software. There is also a help menu with a YouTube link if you get really stuck. 

See link below. 

 

 

https://www.youtube.com/watch?v=YrONgW8udmM&list=PLB89L9PPGIrwpd62eYs6iOsHpjYboyuZE 

 

Produce screen shots to illustrate the contents of your final app and be 

prepared to demonstrate it to the other members of your class when 

you begin year 12. 

 

 

 

 

 

 

 

https://www.youtube.com/watch?v=YrONgW8udmM&list=PLB89L9PPGIrwpd62eYs6iOsHpjYboyuZE


Task 2 (16 marks) – 2 marks for each explanation that describes and 

give an example. 

 

Explain the following threats to computer systems, in your own words, providing 
an example of each.  

 
 

Threat Explanation 

phishing Sending email so get information 

hacking System hacking is defined as the compromise 
of computer systems and software to gain 

access to the target computer and steal or 
misuse their sensitive information. 

virus Changes how computer programs work and 
inserts its own code 

trojan Disguised as legit programs or files. Once 
installed the trojan allows the malware 

developer remote access to the hosts 
computer 

interception Unauthorized party has gained access to an 
asset. 

eavesdropping Interception of communication between two 

people by a malicious third party 

data theft Illegal transfer or storage of any information 

that has confidential information 

social engineering Tricking people into divulging personal 

information or other confidential data 

 

 

 

 

  



Task 3 (24 marks) 2 marks for each explanation that describes and give 

an example. 

 

Carry out research of the following physical and digital security methods and 

their characteristics. Consider why these different security methods are used in 
different contexts and justify their uses. 

 
Physical security  

locks  Slow the advance of an intruder.  

biometrics  Only unlocks when it detects a fingerprint 

RFID  Placed on items of clothing and other objects to 
prevent them from being stolen 

tokens  Used in addition to or in place of a password 

privacy screens  Prevent someone else from looking at the screen 

unless they are looking directly at the screen 

shredding  All information is on one document so if there is 

breach it can be wiped so no one can access it 

 

Digital security  

anti-virus  These stop any virus getting to computer 

firewalls  Prevent hackers and other people getting onto the 
computer 

anti-spyware  Stops unwanted people from looking on your 
computer 

username/passwords  Prevents anyone accessing information 

permissions  Help the host choose who can see their work 

encryption  Stops people from getting hold of people’s private 
information 

 

 

 

 

 

 

  



Task 4 (10 marks) 

Scenario 

A retired teacher is intending to travel to different parts of the world and 
requires a computer system to organise his travel, to keep in contact with 
people while he is away and to make a record of his journeys. He is unsure 
of what he needs to buy and has asked you to advise him. 

 

Your task 

Write an essay of at least 1000 words which addresses the following: 

· Identify different items of hardware that he would need to purchase; 

 

· Identify all of the possible software that he would need to purchase; 
 

· Explaining how each of the hardware items and software would be of 
use to him. 

 

Notes 

o In this question you will be marked on your ability to use good 
English, to organise information clearly and to use specialist 
vocabulary where appropriate. 

 

o You should include a clear Introduction, Body and a Conclusion.  

Need help? 

Use suitable websites to help you find out about the hardware components 

and types of computer software.  

 

 teach-ict.com (GCSE and A Level resource sections on hardware) 

 

 BBC bitesize (England – GCSE computing or ICT sections) 

 

 YouTube video tutorials 

 

Hand-in date 

All tasks are due in at the start of the first Cambridge Technical in IT 
lesson of Year 12 to Mrs Nemaura or Mr Bicknell. Enjoy your summer 

Break. 

(Total Marks: 80 Marks) –Linked to unit 1 Fundamentals of ICT 

 


